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0 Unknown Hard Error
Error

AGE R RS Por P BT A, b IR ST RE A I T ae .

Repairing file system on C:

The type of the file system is NTFS.

One of your disks contains errors and needs to be repaired. This process
May take several hours to complete.It is strongly recomdended to let it
complete.

WARNING: DO NOT TURN OFF YOUR PCt IF ¥YOU ABORT THIS PROCESS, YOU COULD
DESTROY ALL OF YOUR DATA* PLEASE ENSURE THAT YOUR POHER CABLE IS PLUGGED
INt

CHEDSR is repairing sector 3642 of 47872 (7%)

PAT B ENLE BINARI GRS, 2% ASCIT F 2 B
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You became victinm of the PETYA RANSOMHARE?

The harddisks of your computer have been encrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://wun. torproject.orgs"”. If you need
help, please google for “access onion page'.
2. Visit one of the following pages with the Tor Brouser:

http:sspetyad?hotbhyvki.onion PAHeGd
http:~/spetyaSkoahtsf7sv. onion-PAHeGd

. Enter your personal decryption code there:

e10RRP-uCah7?H-PXBguT-kbBUDt-0qA j9R-DXwwf2-kTIADo-DAHbbL-WABiSn-aPgNay—
VUI4HHI- XX jgHN-ekDzeqg—x492u8-UuSepy

you already purchased your key, please enter it below.

H diskgenius BANE R IEIL, KIFEAIRBAT SR, RNE T RE0X.
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VirtualAlloc
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Crash

Reboot
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FFi&hn =
{loc_BT10)

F#likey

TN e
{loc 916E3

N, WFBuffer

BETiIRRES

10 %% A Key
(0=203

HE—#r10 (0xB)

# =\ ifbuffer

i daBuffer (0x3T RO

<]

Reboot

=]
4R MBR?
MBR, B35 5Fid5% (Master Boot Record) &% IBM &M BT 4% 5l & n] # 5 1% 45 40
X, FEIRSh#E AT — gl S IX, TR o A m. ok, 1 BIX (FMEXN

512 MFT.

MBR fiid 28 XIMER, GEXHRGMALTTA, UL FEHE RS B
INEFRAE R G ATPAT AR BCE LR 2 X B 5] s, EE RO 5] ST .

MBR ZEFJ U1
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FHmE (TN
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® FEARMHIITN
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AAZF8DAE
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co
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BBZ2F8DCD 81F9 00620008

ABZF8DD3|"| 72 EF

AAZF8DDS FF7424 18
809424 4CB20088
57

ABZFBDEA BDLCZ2h 1C

ABZ2F8DES E8 79FBFFFF
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BB2F8DEE|.,

d8Z2F8DFB

ABZ2F8DF1

BAZF8DFL| "
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446 g S
16 4y X FRIT 1
16 53 X R 2
16 53 X 3R 3
16 53 X 2R 4
2 25448 OXAAS55 BX# 0x55AA

eax,esi
ecx,dword ptr ss:[esp+Ox14]

edi,eax
eax,edx ntdll.KiFastSystemCallRet
eax
edi
edx,dword ptr ss:[esp+8x258]
mov dword ptr ss:[esp+8x1B],eax
call B92FEBEE
(1]
ecx
ROF ECX,eCH
xor byte ptr ss:[esp+ecx+8x248],
inc ecx
cmp ecx,
short B802F8DCH
dword ptr ss:[esp+8x18]
lea edx,dword ptr ss:[esp+Ox24C]
edi
lea ecx,dword ptr ss:[esp+8xiC]
call BO2F8963 Esector
ecx
ecx
test eax,eax
short 002FBE3A
inc esi
cmp esi,
short 802F8DA3

2 0x22 N X
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682F899D 53 ebx
BFALCE B89 shld eax,ecx,
ebx
EH]
shl ecx,
BCx 8x8 [HBR]
esi
FF15 28AB2FB8A |call kernel32.SetFilePointerEx
53 ebx
8045 FC lea eax,dword ptr ss:[ebp-8z4]
EB 008208000 mov ebx,
EH]

ebx
edi
esi
FF15 24A82F88 |call WriteFile -> HBR
BO2F89C2 85CH test eax,eax
BO2F89C4|" 74 CD short BB2F8993

ds :[B02FAD24]-75EF 1400 (kernel3Z WriteFile)

P ER[HY 0000009C|| hFile = 8080886809C (window)
BB69C54B|| BuFfer = B869C540
088A6206|| nBytesToWrite = 288 (512.)
BB12F1EC|| pBytesWritten = BB12F1EC
68888888 | LpO0verlapped = HULL
00000000
pepAAE22
88AA2206
0012F214|ASCII "\\_\PhysicalDrives"
BB6OC540
BO2FBEAS || BB2FBEBS 3 F

8812F1FC

¥ ¥ MBR £

BAZFSELL
BAZFSEAS
BAZFSELG 68 00440000 Offset = Bx44080
BAZFSELE Lh
BAZFSEAC FF15 1CABA2FA8 |(Ecall kernel3d2._SetFilePointer
BAZFSESZ ¥ edi
B82FBES3 8Du442h 14 lea eax,dword ptr ss:[esp+Bx1L]
BAZF8ESY eax
BAZFSESE ebx Size = BGx2008
BAZFSESD 8D85 BOBZ2A0680 |lea eax,dword ptr ss:[ebp+Bx288] buffer = B<BAG9CFHA
BAZF8SESF ca eax
BA2FEELD Lh esi
BAZFREG1 FF15 24A82F88 |(call kernel32 UriteFile
BAZFSEGT Lh esi
BO2FBEGS 85CA test eax,eax
BO2F8EGA|” 74 C8 short BE2FSE3L4

FF15 J4aB2F 66 |call kernel32.CloseHandle

HEX #iiE
06

B869C740
BB69C758
BE69C760
B869C778
BB69C780
8B69C798
BB69C7A0
BB69C7ED
BB69C7CH
8869C7D 8
BB69C7ED
BA69C7F B

R g AR 5N R X
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BO2F39A2 53 ebx

062F39A3 5o eax

B02F39A4 C1E1 89 shl ecx,

002F39A7 &1 ecx Offset = Bx6C00
AA2F39A8 56 esi

BO2F39A9 FF15 28AB2F88 |call kernel32.SetFilePointerEx
002F39AF 53 ebx

882F89B9 8D45 FC lea eax,dword ptr ss:[ebp-8x4]

002F39B3 BB 00020000 mou ebx,

BA2F39B8 e eax

002F39B9 53 ebx Size = Bx280
BA2F39BA 57 edi Buffer = Bx0812FA48
B02F39BB 56 esi

002F39BC FF15 24nB62F00 |call kernel32 . WriteFile
BA2F89C2 BL5CA test eax,eax

A82F89CYH|" 74 CD ﬂﬁ short 002F3993

AAZF39CH 1] esi

002F39C7 FF15 34A82F00 |call kernel3d2.CloseHandle

edi=@012FA48

ﬂﬂ12Fnus‘ﬂﬂ E1|CE

8812FASS8 |CC E7|DA

8012FAG8| A2 7h (]
B812FA78 |78 68 petyaS?hS bhyvki
8012FA88 | 2E 71 .onion/d2d¥qf..
8812FA98 | 28 http://petyas
8012FANgE | 6B koahtsf7sv.onion
B012FAB8 | 2F fdZd¥qf

8812FACE | BB

8812FADE | BO

8812FAES| BA .- . -bcRUQRH
B012FAFS8| 48 HbDEqkLJo27sHMRRN
8812FBO8| 78 pkm2cU7sBGTEanic
8012FB18| 6D miY2adhgy2¥3ZKLyr
B012FB28) 74 tWA17KGEQppGPDW2
8812FB38| 4E N5u¥YFhgkJZasafyi
B012FB4B| 59 i

8812FB58 | B8

TN 3 A SR ORI 2R
LU ER > N 32 N AR INE ) KEY, WO B ME— 1D 5, BT iR
PP E B R 0k e RN B A 7 A £

"MtRaiseHardError"”
TOLL.DLL™
5 ody leHand LeA

PATBECFEE IR 57

® MBR{tHY
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MEMORY :7C 81 xor eax, eax

MEHORY -7C B4 mou 55, dX

MEMORY -:7C 86 mov es5, ax

MEHORY :7C B8 mov ds, ax

MEHMORY :7CBA moy sp, 7CH8h

HMEHORY = 7C 8D sti

MEHMORY = 7CBE mou byte_7C93, dl

MEMORY :7C12 mou eax, o : " ' ; sectorHum
MEMORY :7C18 mov ebx, 22h ; ; startSector
MEHORY :7C1E moy c®, 80868h

HMEHORY z7C21

MEMORY :7C21 loc_7C21: ; CODE XREF: HMEMORY:7C2AQj
MEHMORY z7C21 call near ptr readSector

HEMORY :7C24 dec eax

MEHORY :7C26 cmp eax, A

HMEMORY :7C2A jnz short loc_7C21

HMEMORY :7C2C mowv eax, dword_8888

MEMORY :7C38 jmp far ptr dword_80808

TR MBR 101G
0x7C21 AbKGFEA 1) F= T REACRL INAE 21 N 47 0x8000 Ak, #RJETE 0x7C30 AbBhi% B =AY
B AT 0 AR 28 A
® iRy

o rxen e o a e e s smgaaicia N

MEMORY :81D5 db  Bch . ~||EAX 0008674A w HEMORY :674A ~|0FB  ~
ﬂimg:fg:g; 3: "";‘ 3 ECK 00006000 v IEHORY 10000 'I’L“
WEHORY-81D8 : EDX 00008080 . HENDRY 0080 H e
[} EBX 009855AR 4 MENDRY :55AR 0
HEMORY :81DB lea ax, [bp-1DFN] ESP 00006738 v HENORY:6738 JlzFe o
HMEHORY :81DF push ax
HEHORY :81E0 lea ax, [bp-1226h] [ Modeles O & x
MEMORY :81E4 push  ax Puth
HEHDRY :81E5 push  word ptr [bp+4] &
{58 <GDB remote process»
add sp, Ah
call  near ptr unk_8AA0 < >
MEHORY :81F 1 int 1oh ; DISK BOOT
HMEHORY :81F1 ; causes reboot of disk system
MEMORY :81F3 pop si [2] Threads o & x
MEMORY :81F4 leave
Rt e Decimal Hex State
HEHORY :81F5 ; 1 1 Ready
|UNKNOWN 000081ES: MEMORY:B1ES v
[E] Hex View1 O & X [0 Stack view 08 x
A7C1 81 81 01 01 01 61 01 01 01 91 61 01 81 01 01 °1 ~|[6738  7B7881EE_HEMORY:7B7881EB "
A701 61 61 01 01 01 61 01 01 01 01 61 01 61 o1 01 o1 (ST I7 78R 6740
A7E1 61 81 01 01 01 61 01 01 01 01 61 01 61 01 01 B1 6740  DOO198F6
ATF1 61 01 61 01 61 61 61 01 91 61 01 61 81 01 6744  B0200008
nget CE E7 DA E8 DC AD 66 E8 DC CF AR AE 68 EB E2 6748 CEE10000
As11 A6 F1 EE DD C6 BF 8A FO EC E7 DA C4 94 FO EC 674C  DCEBDAE?
ng21 14 1F E3 CF F3 BO A8 68 74 74 70 3A 2F 2F 70 /p 5750 DCEBGSAD
ng31 74 79 61 33 37 68 35 7k 62 68 79 76 6B 69 2E etya37hStbhyvki. 6754  6SAEAACF
Ag41 6E 69 6F 6E 2F 52 6E 66 75 AC 74 ©D OA 20 20 onion/Rnfult.. 6758 AGCDEZEB
ngs1 28 68 74 74 70 3A 2F 2F 70 65 74 70 61 35 6B . http://petyaSk 575C  CEDDEEF1
ng61 61 68 74 73 66 37 73 76 2E 6F 6E 69 6F 6E 2F o0ahtsf7sv.onion/ 6760 ECFB8ABF
As71 6E 66 75 4C 74 00 00 60 00 00 00 60 06 B 00 6764  SUCHDAET
ngs1 60 00 66 00 6O 00 00 66 80 60 0O 00 00 0O 08 6768 C7FCECFO
Ag91 00 00 09 DO 60 00 00 90 00 60 00 0O 00 0O 0O 676C EAF53737
nga1 00 00 68 00 60 00 00 39 33 52 56 44 44 71 67 _....... 93RUDDqg 5770 BCE73737
n8B1 6D 59 32 51 47 56 57 52 33 73 6F 37 48 54 36 7mY2Q0CUWRIsn7HTG 6774 ODE73737
Asc1 6B 74 35 53 58 69 43 78 59 52 44 72 53 6A 63 QKt5SXiCxYRDrSjc 6778 24EB3737
ngD1 60 6F 72 31 6F 73 62 46 79 6B 37 4C 67 6D 74 DjoriosbFyk7Lgnt 577C FFED3737
n8E1 4D 48 31 56 34 54 63 ME 6B 6A 62 50 31 55 NG 9MH1UATCNkibPAUL 6780 OFC33737 MEMORY:9FC33737
ASF1 66 6E 31 53 56 55 39 58 39 55 70 43 53 66 66 UFn1SUUSRGUPCSFF 6784 DEA93737 HEMORY:DEA93737
e N N AN
SR
NS KEY (0x20 /M) K AE N A7 AL B
MEHORY :81D5 db 8Ch ~||EAX 888B674A v HEHORY :674A ~loFe A
MEHDRY D106 @ uhsd ECX 00906000 . HENORY 0000 oo
MEMORY :81D8 ; EDX 00000080 s, HENDRY:0080 =0
. EBX 000855AA & HENDRY :55A0 S0
HEHORY :81DB lea ax, [bp-1DFh] ESP 00006738 . MENDRY:6738 2F B
MEMORY :81DF push  ax EBP 0000796A . HEINDR AF 1
HEHDRY :81E0 lea ax, [bp-1226h] EST 0098BO1F . HENOR JIPF1
HEHORY :81E% push  ax
MEMORY :81E5 push word ptr [bp+i] (58] Medul ex 0 & x
L]
add sp, BAh Path
call near ptr unk_S8AAG (58 <GDB remote process=
HEHORY :81F 1 int 19h ; DISK BOOT
MEMORY :81F1 ; causes reboot of disk systen
HEHMORY :81F3 pop si < >
HEHORY :81F 4 leave
MEMORY :81F5 retn
HEHORY :B1F5 ; [3] threats B & =
MEHORY :81F 6 db 68h ; h Decimal Hex State
MEMORY :81F7 db OF4h
HEHORY :81F8 a0 ! ! Beady,
|UNKNOWN 000081ES: MEMORY:B1ES v
[©] Hex Viewt O & X [0 Stack view O &8 X
6707 EE 8D 80 67 1C 67 37 00 00 00 060 0O 6O 00 01 00 ~|[6738  7B7881EE_ HEMORY:7B7881EB "
6717 61 88 10 B8 061 60 6A 67 00 00 37 00 B0 00 00 08 673C 778 78B674A
6727 0O 0O 37 00 00 60 00 B0 0O 00 6A 79 D3 81 EB 81 (TET 0 00198F 6
5730 7B kA 67 8B 77 F6 08 5744 B0260008 HEHOR
6740 6748 CEE18000 HEMORY:CEE10000
6750 e 674C DCESBDAE7 MEMORY:DCEBDAE7
5760 LPTTTLT7.0T 5750 DCEB66AD MEMORY:DCE866AD
6770 EB 24 37 37 ED FF 37 37 €3 OF 37 37 A9 DE 37 37 .$77..77..77..77 6754 6BAEAACF  MEMORY:68AEAACF

T pR AL
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loc_9181:
mou bl, byte ptr [bpruar_5]
sub bh, bh
snl bx, 3
chp byte ptr [bxesis2], 1
jnz short loc_ 9102
h
e | FE]
moy duord ptr [bpruar_5#1], [||
loc_9102:
nov byte ptr [bp+uar_5], 0
jnp loc_92A3
g f
'Y X
™l F™E]
loc_9197: loc_92a3:
crp duord ptr [bpruar_S+1], 2880 nov si, [bpruar_5]
jnb short loc_91AF and si, BFFh
shl si, 3
nov bx, [bp+arg_B]
chp byte ptr [bx+si+2], 1
jz loc_9109
L ] k | L ] L ]
s [ Tl i = Tl i FPIE]
mou di, [bpruar 5+1] pop si
mou [bprdirear_2sa], @ loc_01aF: loc_9109: pop di
inc dword ptr [bp+uar_5+1][ |push 1 mov bl, byte ptr [bp+var_5] leave
jnp short loc_9197 push 1 sub bh, bh retn
push 0 shl bx, 3 sub_916E endp
push aon add bx, [bprarg_n]
lea ax, [bpruar_28A] mou al, [bx+1]
push ax push ax
mow bl, byte ptr [bp+uvar 5] lea ax, [bpruar NA]
sub bh, bh push ax
shl bx, 3 mov al, [bx]
moy al, [bxe+si] push
push ax call call_DiskHandl
call DiskHandle add sp, 6
add sp, OCh o al, al
ine byte ptr [bpruar 5] jz loc_92a3
jnp short loc_9181
I
el
sub eax, eax
mov [bpruar_A], eax
moy duord ptr [bpsuar 5+1], eax
moy si, [bp+arg_ 8]
moy di, [bp+arg 6]
T
SRR
s B R ER o R
i AR
® AR
h ]
=
loc_HBNE:
chp byte ptr [bpruar_4+1], 1@h
ja short loc_hk8A2
h Ty
e e
xor al, al
mou byte ptr [bpsuvar_4], al j][]ﬁﬁﬁ Fé@)\ﬁ’]key loc_bBAZ:
mou byute ptr [bpevar_4+3], al sub Bax, eax
[0x10 -> 0x20] noy [bp+uar_4], eax
is e
bl s BT il = B
loc_4856: loc_48A9: ; WA A Hkey
cap byte ptr [bptuar_4+3], 36h ; "6 chp [bpruar_ 4], 160 ; Bx16-30x32
jnb short loc_W87D jnb short loc_LECA
L v L ]
bl s B il = B il = B
mou bl, byte pktr [bpruar_ked] mou si, word ptr [bpruar_&]
sub bh, bh noy al, [bp+sisvar 14] loc_usca:
nou di, ds:word_9716 nov €%, ax push
nou al, [bx+di] add al, 7ah ; ‘z* push 1
nou bl, byte ptr [bp+uar h+2] add si, si push L]
cap al, [bxssi] moy [bpesisvar_34], al push 6h ; "6°
jz short loc_h879 add cl, cl lea ax, [bprvar_234]
™1 noy [bp+sisuar_33], cl push  ax
inc [bpruar_h] nov al, [bp+arg_2]
jnp short loc_h8A9 0577 P40 push ax
3 Be16->0xa2 call sub_5182
I add sp, BCh
. a

T PN KEY FOTRAE
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Y

"] [wws | "]
i byte ptr [bpruar ki3]
loc_k879: jmp  short loc_sSe loc_4918:
nou byte ptr [bpeuar_i], 1 cp bpsar_
jnt nort loc_uosu
L ]
e e -
nou si, word ptr [bpevar_k]
loc_u870: cnp [bpesisvar _434], i s fieuFfer @52 ER R exaz || |[loc_ko3u:
cp byte ptr [bpruar 8], 1} linz loc_u83c moy [bp
jnz short loc_u897 nov [bp
L] ¥
T e
oy bl, byte ptr [bpevar_ke2]
sub bh, bh loc_uoni:
ou a1, [bresi] cnp [bproar_u],
moy ai, word ptr [pprvar_s+1]f | |jnb short loc 4958
and di, OFFh
mov [bpedisvar_14], al
inc byte ptr [bpevar 4+1]
vy L ] L] Y
" " = W e
noy si, word ptr [bpsvar_t]
loc_B83C: loc_n958: Loc_u8o7: nou al, [bpssituar_9u]
xor al, al push 1 inc byte ptr [bprvar_4s2]|| |mou [bp+sitvar_233], al
jnp End push 1 inc [bp+var_i]
push [] jnp short loc_hohi
push HI N
lea ax, [bpruar_234]
push  ax
nov al, [bp+arg 2]
push  ax
call sub_5182
add sp, th
push 946N ; You Became victin....® RN B ELTHHER
call ShouString
pop b
1ea ax, [bpeuar_3n]
push
moy al, [bpearg_2]
push
push  [bprarg_0]
call  DecryptFunc 5 FHERE
add sp, 6
mov al, 1
LK}
T
End:
pop

R GIESE R X 5 % AR

WA T

PEREAFI R MBR #EAT Xk, IRbET 6 MBR HITEA R GELE P E TR, 7 BT IR
ANBE, AT PR A ERWLEZEAT MBR B, IX AT A ()72 IDA+VMWARE #3575

VMWARE #2{1[f] GDB Stub 73 i M55, — AN T 3CFF X86, — AN T3 #F X64. 44b T
WIRIRA 1 VMWARE UL CPU IZ1T7E 16/32 A% Y, 32 73 KF(1) GDB Stub ZERL, M
Wy 8832 i I 1. AbF IR I VMWARE RE#L CPU J24T7E Long-Mode 1120 NI, 64 £
X HFH GDB Stub AERL, MW 8864 1. UIEEMMLAIERE X (VMX) iAW AR
it

debugStub.listen.guest32.remote = “TRUE”
debugStub.listen.guest64.remote = “TRUE”
monitor.debugOnStartGuest32 = “TRUE”
debugStub.hideBreakpoints = “TRUE”
bios.bootDelay = “3000”

JEFNEMMLG, IDA EILFH I Remote GDB debugger, ¥ E 41 N #4711 R

¥ Debug application setup: gdb *

HOTE: all paths must be valid on the remote computer

Debuz options

Hostnane | 127.0.0. 1 v] port [8832 |

[]save network settings as default

ol | ey
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Rl 45 R
RERM

MicroWorld-eScan

ORI RS
Trojan. GenericKD. 3132766

nProtect Trojan/W32. Petr. 806912
CAT—QuickHeal Trojan—Ransom. Petr. r5
McAfee RDN/Ransom

VIPRE Trojan. Win32. Generic!BT
K7AntiVirus Trojan ( 004elc831 )
BitDefender Trojan. GenericKD. 3132766
K7GW Trojan ( 004elc831 )
Cyren W32/Petya. XMFF-8835
Symantec Trojan. Cryptolocker. AJ
ESET-NOD32 Win32/Diskcoder. Petya. A

TrendMicro—HouseCall

Ransom PETYA.E

Kaspersky Trojan-Ransom. Win32. Petr. 1
NANO-Antivirus Trojan. Win32. AD. ebjjem
ViRobot Trojan. Win32. S. Petya. 806912 [h]
AegisLab Troj. Ransom. W32!c

Rising PE:Malware. Generic/QRS!1. 9E2D [F]
Ad-Aware Trojan. GenericKD. 3132766
Sophos Troj/Petya—C

F-Secure Trojan. GenericKD. 3132766
DrWeb Trojan. MBR1ock. 245

Zillya Trojan. Petr. Win32. 5
TrendMicro Ransom PETYA. E

McAfee—GW-Edition

BehavesLike. Win32. Downloader. bh

Emsisoft Trojan—Ransom. Win32. Petya (A)
F-Prot W32/Petya. G
Avira TR/AD. Petya. Y. hhcl
Microsoft Ransom:Win32/Petya
Arcabit Trojan. Generic. D2FCD5E
SUPERAntiSpyware Ransom. Petya/Variant
GData Trojan. GenericKD. 3132766
ALYac Trojan. GenericKD. 3132766
AVware Trojan. Win32. Generic!BT
Panda Trj/CryptoPetya. A
Tencent Win32. Trojan. Petr. Llrb
Yandex Trojan. Petr!
Tkarus Trojan—Ransom. PetYa
AVG Ransomer. LBN
Qihoo—-360 Trojan. Generic

FREFPAT RTINS R Gy P A): 2016-04-12 07:05:29)
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= s BE
= 7 2016-04-11 13:.04 a92f13f3a1b3b39833d3cc336301b713 d41d8cd98f00b20429800998ecfB427e
MDS5 : a92f13f3a1b3b39833d3cc336301b713
=S SHA256 : 4c1dc737915d76bTce570abddaba74eadbfdb5kb519a12a45308b8c490L050655¢
) mRER .S
TR iR PE
85

ST :Write Master Boot Record .
= 8 2016-04-11 13:04 af2379cc4d607a45ac44d62135fb7015 d41d8cd98f00b20429800998ecf8427e

MDS5 : af2379cc4d607a45ac44d62135(b7015

SHAZ256 : 26b4699a7b%eeb16e76305d843d4ab05294d43f3201436927e13b3ebafa90739
BRER: =

THEER pe

8.5

HFSHT :Write Master Boot Record

L ARHE POMA FEAK 45

HIEKE
1)  MEEERHREL PetyaRansomware R4k E G
2)  HNOGIKEShekE IR U #5 3.

3) il FREFIRE Key, JFEE BN, WEIGRERLE S0, EI—R A ZATic Rk
Key.
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The harddisks of your computer have been encrypted wWwith an military grade
encryption algorithm. There is no way to restore your data Wwithout a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://wwu. torproject.orgs". If you need
help, please google for "access onion page™.

2. Visit one of the following pages with the Tor Browuser:

http:/spetya3?h5tbhyvki.onion/PTJEEZ
http:/~petyaSkoahtsf?sv. onionPTJE6Z

Enter your personal decryption code there:

290=s56G-fgiTCH-9MUpeg-PzTPds-hRESHg—qOlg9J-muvZnbU-chxXvgt—olUdENO-crQhx=D-
uXF10B-beckzM-rBuvYA-yykl5C-Y96329

If you already purchased your key, please enter it below.

Key: Cxdx6xRxbxmuxuxiGx

4)  RINJERGITIREATIRE

The harddisks of your computer have been encrypted with an military grade
encryption algorithM. There iz no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step 2.

To purchase your key and restore your data, please follow these three easy
steps:

1. Download the Tor Browser at "https://wumm.torproject.orgs”. If you need
help, please google for "access onion page".

2. Uisit one of the following pages with the Tor Browser:

http:sspetyai?hStbhyvki.onion PTJEGZ
http:/~petyaSkoahtsf7sv. onion-PTJE6Z

Enter your personal decryption code there:

290s56-fgiTCH-9HMUpeg-PzTPd=-hRESMg—ql0gq9J—rmvZnbU-chbXvgqt-olUdENO-crQhxD-
uXF10B-beckzM-rBuvYA-yyklSC-Y96329

If you already purchased your key, please enter it below.

Key: CxdxBxRxMxmxmxGx
Decrypting sector 17778 of 47872 (37%)

5) fEE IR ENHARS.
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6) H/HJERLLERHEARS.

._\. ~— \' -
S

I~ |
@r
SRR AR

SE0/EE

%%ﬁ%

PSRN

1) ZERRERPAT IR B o

2) IBATEERHY PetyaRansomware 240k H A .
o EhxflA

1) AR, FEE RO .

2) SR TACHPS+NGFW BE SRk T %
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3) xR G,
4) R PetyaRansomware R 401K #4F .
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